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M.E. / M.TECH. DEGREE EXAMINATIONS, MAY 2019 

Second Semester 
CP18202 – SECURITY PRACTICES 

 (Computer Science and Engineering) 
(Regulation 2018) 

Time: Three Hours                                                                                         Maximum : 100 Marks 
Answer ALL questions 

PART A - (10 X 2 = 20 Marks) 
1. What are the obstacles of security? 
2. What are the reasons of limiting the super-user privileges? 
3. Explain the Dolev-Yao adversary model. 
4. What is WEP? 
5. List the security management system standards. 
6. How malware infection happens? 
7. Why should one care about instant messaging? 
8. What is the need for satellite encryption? 
9. List the physical security threats. 
10. What are the authentication methods used in VPN? 

 
PART B - (5 X16 = 80 Marks) 

11. (a) (i) Explain the steps to build a secured organization. (8) 
  (ii) Discuss about the modern cryptography. (8) 

(OR) 
 (b) (i) What are the symptoms of instruction? Explain the instruction prevention 

capabilities. 
(8) 

  (ii) Explain the proactive defense of Unix and Linux. (8) 
 
12. (a) (i) Explain how to defend the attack on the internet. (8) 
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  (ii) Describe the Botnet life cycle with a diagram. (8) 
(OR) 

 (b) (i) Explain about wireless sensor network security. (8) 
  (ii) Explain the RFID security. (8) 

 
13. (a) (i) Give the information security essentials for it managers. (8) 
  (ii) Write short notes on information security management standards. (8) 

(OR) 
 (b) (i) Explain about the evolution of identity management requirements. (8) 
  (ii) Describe the network-based intrusion detection systems. (8) 
 
14. (a) (i) How does penetration testing differ from an actual “hack?” (8) 
  (ii) Explain the simple mathematical model for policies, rules and packets. (8) 

(OR) 
 (b) (i) Explain about the hacking of windows xp passwords. (8) 
  (ii) Explain the principles of network forensics. (8) 
 
15. (a) (i) Write short notes on internet privacy. (8) 
  (ii) Describe the semi-automated derivation of personal privacy policies. (8) 

(OR) 
 (b) (i) Explain about the Storage Area Network Security. (8) 
  (ii) Discuss about the Risk Management Methodology. (8) 

 


