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Unit |

IT

Cyber Forensics and Information Security

Number Theory

Regulation:2018_ Date:05/01/2022

Unit Syllabus: Introduction - Divisibility - Greatest common divisor - Prime numbers - Fundamental theorem
of arithmetic - Fermat numbers - Euclidean algorithm - Fermat’s theorem - Euler totient function -

Euler’s theorem. Congruences - Definition - Basic properties of congruences - Residue classes -

Chinese remainder theorem.

Objective: Learn and understand the basic Number theoretic concepts regarding Cryptography.

Sﬁf;‘,?” Topics to be covered Ref TeZ?ang
1 Introduction-Divisibility 1. Ch4 237 LCD/BB
2 Modular Arithmetic 1. Ch4 239/6 ch5 154 LCD/BB
3 Primes 1. Ch4 240 LCD/BB
4 GCD 1. Ch4 241/6 ch5 167 LCD/BB
5 Fermat Numbers 1. Ch4 242 LCD/BB
6 Euclidean Algorithm 1. Ch4 243/6 ch7 234 LCD/BB
7 Euler function/theorem 1. Ch4 237 LCD/BB
8 Congruences 1. Ch4 237/6 ch6 255 LCD/BB
9 Application of congruences 1. Ch4 237 LCD/BB
10 Residue classes 1. Ch4 237 LCD/BB
11 Chinese Remainder Theorem 1. Ch4 237/6 ch7 265 LCD/BB
12 Consolidation 1. Ch4 /6 ch4,5,6 LCD/BB

Content beyond syllabus covered (if any):

* Session duration: 50 minutes




COURSE DELIVERY PLAN - THEORY

FT/GN/68/01/23.01.16

SRI VENKATESWARA COLLEGE OF ENGINEERING

Page 2 of 6

Sub. Code / Sub. Name: MA18186/Mathematical Foundations For Information Security

Unit : 11 Algebraic Structures |

Unit Syllabus : Groups — Cyclic groups, Cosets, Modulo groups - Primitive roots - Rings — Sub rings, ideals

and quotient rings

Obijective:

Sﬁfj‘fj” Topics to be covered Ref Tezci:glng
1 Groups-Basic Introduction 2.Chl 10 LCD/BB
2 Groups -Theorems 2.Chl 14 LCD/BB
3 Cyclic groups 2.Chl 59 LCD/BB
4 Cosets-Introduction 2.Ch2 96 LCD/BB
5 Cosets-Theorems 2Ch2 97 LCD/BB
6 Modulo groups 1.Ch4 243 LCD/BB
7 Primitive roots 1.Ch4 237 LCD/BB
8 Rings 2.Ch4 167 LCD/BB
9 Sub rings 2.Ch4 170 LCD/BB
10 Rings/sub rings problems 2.Ch4 169 LCD/BB
11 Ideals 2.Ch5 237 LCD/BB
12 Quotient rings 7.Ch3 133 LCD/BB

Content beyond syllabus covered (if any):

* Session duration: 50 mins
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Sub. Code / Sub. Name: MA18186/Mathematical Foundations For Information Security

Unit : 111 Algebraic Structures 11

Unit Syllabus : Integral domains, Fields — Finite fields - Classification - Structure of finite fields
Objective:

Sﬁf;‘fj” Topics to be covered Ref TeZ?ang
1 Integral Domains Introduction 7.Ch3 140 LCD/BB
2 Integral Domain Examples/Theorems 7.Ch3 142 LCD/BB
3 Integral Domain Applications 7.Ch3 141 LCD/BB
4 Fields-Definition 7. Ch5 207 LCD/BB
5 Fields- Theorems 7.Ch5 208 LCD/BB
6 Fields- Application examples 7.Ch5 209 LCD/BB
7 Finite fields 7.Ch5 210 LCD/BB
8 Finite fields-Applications 7.Ch5 210 LCD/BB
9 Finite Fields -Problems 7.Ch5 211 LCD/BB
10 Classification 1. Ch4 237 LCD/BB
11 Structure of finite fields-discussion 1. Ch4 237/6 ch7 265 LCD/BB
12 Consolidation 1. Ch4 /6 ch4,5,6 LCD/BB

Content beyond syllabus covered (if any):

* Session duration: 50 mins
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Sub. Code / Sub. Name: MA18186/Mathematical Foundations For Information Security

Unit: IV Coding Theory

Unit Syllabus : Introduction - Basic concepts - Codes, minimum distance, equivalence of codes, Linear codes -
Generator matrices and parity - Check matrices - Hamming codes

Obijective:

Sﬁfg‘fﬂ” Topics to be covered Ref Tezci:glng
1 Coding theory Introduction 4.Chl 1-2 LCD/BB
2 Coding theory definitions 4.Chl 3 LCD/BB
3 Coding theory-Application problems 4.Chl 4 LCD/BB
4 Coding-encoding decoding discussion 4.Ch2 8 LCD/BB
5 Minimum distances-Discussion 4.Ch2 10 LCD/BB
6 Equivalence of codes 4.Ch2 11 LCD/BB
7 Linear Codes 4.Ch4 44 LCD/BB
8 Linear codes Application examples 4. Ch4 45 LCD/BB
9 Generation matrices 4.Ch4 52 LCD/BB
10 Parity check matrices 4. Ch4 53 LCD/BB
11 Matrices -Application examples 4.Ch4 5 LCD/BB
12 Hamming Codes 4. Ch4 46 LCD/BB

Content beyond syllabus covered (if any):

* Session duration: 50 mins
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Sub. Code / Sub. Name: MA18186/Mathematical Foundations For Information Security

Unit: V Elliptic Curves and Pseudo random Number Generation

Unit Syllabus : Discrete Logarithm - Elliptic curves - Introduction to Pseudo random numbers.

Objective:

Sﬁf;‘fj” Topics to be covered Ref TeZ?ang
1 Discrete Logarithm-Definition 5.Ch5 143 LCD/BB
2 Discrete Logarithm-discussion 5.Ch5 144 LCD/BB
3 Discrete Logarithm-Problems and applications 5.Ch5 145 LCD/BB
4 Elliptic Curves-Definition 5.Ch6 169 LCD/BB
5 Elliptic Curves-Discussion 5.Ch6 170 LCD/BB
6 Elliptic Curves-problems and Application 5.Ch6 171 LCD/BB
7 Random Number 3.Ch4 164 LCD/BB
8 Random variates 3.Ch4 165 LCD/BB
9 Pseudo Random number generation 3.Ch4 166 LCD/BB
10 Pseudo Random number generation 3.Ch4 167 LCD/BB
11 Pseudo Random number generation-Testing 3.Ch4 170 LCD/BB
12 Pseudo Random number generation-Testing 3.Ch4 171 LCD/BB

Content beyond syllabus covered (if any):

* Session duration: 50 mins
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